3aXOIUICHHS! BAXKJIMBHUX JEP:KaBHUX O00’€KTIB a00 MICIIEBOCTEH, IO 3arpoxKye
Oe3rewi rpoMaisiH 1 HOpYyIIy€e HOPMaJIbHY JISJIbHICTh OPraHiB Aep>KaBHOI BIaaU
Ta OpraHiB MICHEBOIO CAMOBPSIYBAaHHS; YydacTb Yy MIATPUMaHHI abo
BIIHOBJICHHI TIPaBOIOPSAKY B palioHaX BHUHUKHEHHS OCOOJMBO TSHKKHUX
HAJ3BUYAHUX  CHUTyallli TEXHOI€HHOTr0 YW MPHUPOAHOTO  XapakTepy
(cTuxifiHOTO JKMXa, KaTacTpod, OCOOJMBO BEIUKHX TIOXKEXK, 3aCTOCYBaHHS
3ac00IB ypa)X€HHsI, MaHJAEMId, MaH300TId TOIO), IO CTBOPIOKOTH 3arpo3y
KUTTIO Ta 3I0POB’I0 HACENICHHS; y4YacTh y MPHUIMHEHHI TPYMOBUX
IPOTUIIPABHUX 1A OCI0, y34THX IIiJI BapTy, 3aCY/DKCHHX, a TaKOXK JIIKBiaarlii
HACIIJKIB TakuxX JAil B yCTAaHOBAaX MOMNEPEAHHOTO YB SI3HEHHS, BUKOHAHHS
MOKapaHb Ta 1H.
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NUPPOBA KPUMIHAJIICTUKA: @OPMYBAHHA TA POJIb Y
3ABE3ITIEYEHHI BE3IIEKOBOI'O CEPEJOBHUIIIA YKPAIHHN

VY chOroJHIIIHIX peaniax Uu(poBizallisd CTae HE JUIIE CyYaCHUM TPEHIOM
y CYCHIIBCTBI, a ¥ BHUPIIIAILHUM (PAKTOPOM EKOHOMIYHOTO, COIIaJIBLHOTO,
MOJITUYHOTO Ta MIXKHAPOJAHOTO 3pOCTaHHs Oyb-sikoi Kpainu. Haganusa Ykpaini
CTaTyCy KaHJuJara Ha WieHCTBO B €C CTBOPWIO JOJATKOBHUM IMIYJIbC IS
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rapMoHizalli maxoay /10 nudporoi TpanchopMailii. Y 11bOMy KOHTEKCTI Y4acTh
VYkpaiau y nporpami «l{udposa €Bpona» 10 2027 poky € Bak]JIMBOIO MOAIELO,
COPSIMOBAaHOIO HAa MPHUCKOPEHHS EKOHOMIYHOIO BIJHOBJIEHHA Ta LU(PPOBOI
Tpanchopmalli Ykpainu, CTBOpeHHs e€auHOro mudpoBoro puHky 3 €C Ta
HaOMKEeHHsT TU(GPOBOTO CEKTOPY YKpaiHU 0 €BPOINEUCHKOTO, 110 3p0oOuIIo ii
MPIOPUTETOM HAIIOHAJIBHOI MOJITUKK LU(poBOi TpaHchopmalii B yMoOBax
BiiiHH [ 1, ¢. 325-327].

3 24 mortoro 2022 poky Ha pO3BUTOK Ta (YHKI[IOHYBaHHS YKpaiHu,
CyCHIJIbCTBA Ta CBITY B IIIJIOMY CYTTEBO BIUIMHYJIa MIOBHOMAcCIITaOHa 30poitHa
arpecisi pociiicekoi denepaliii Ta 3anpoBaJKEHHST BOEHHOIO CTaHy B Halld
KpaiHi, 10 3MIHWIO 3aBJaHHS Ta MNPIOPUTETH HAIIOI JAep>KaBU. 3TIJIHO 3
OQiIIHOI0 CTaTUCTHKOIO ['eHepalbHOI MPOKypaTypu, HANUMOIMIMPEHIIMIUMHU
3JI0YMHAMHU €: a) arpecis Ta BoeHH1 3104nHu — 37037 3apeecTpoBaHUX 3JTOUMHIB
(ctranoMm Ha 1 rpyans 2022 poky); 0) 3M0YMHH MPOTH OCHOB HAI[IOHAIBHOI
oe3nekn — 16542 35n0unHy; B) 3104MHU NPOTH AiTed — 396 AiTell 3aruHynu Ta
779 niTelt oTpuMa mopaHeHHs [2].

OueBHaHO, MO Taka KpUMiHAJIbHA JWHAMIKa Ta TEHACHII B YKpaiHl y
BOEHHUU Yac CYTTEBO BIUIMHYJIM HA BHU3HAYEHHS MPIOPUTETHUX 3aBAaHb
CYJIOBO1 BJIaJIM Ta 3MIHY JISTIBHOCTI CUCTEMHU KPUMIHAJIBHOI IOCTHUIlIT. Y IbOMY
KOHTEKCTI iICHY€ HarajibHa noTpeda y BUPOOJIEHHI HOBUX MIJIXOMAIB IO MPOTHULL
CydyacCHUM  BIMCHKOBUM  BHUKJIMKaM,  MOJEpHi3alii Ta  OHOBJICHHI
MPaAaBOOXOPOHHMX 1 CYJIOBUX THCTUTYIIIH BIJAMOBITHO 10 YMOB BOEHHOTO CTaHYy,
a TaKoXX Y CTBOPEHHI Ta BIPOBA/KEHHI €(PEKTHUBHOI CHUCTEMM MPOTHIII
CYy4aCHHUM 3arpo3aM, y TOMY YHUCII i Cy10BUMH 3acobamu [3, c. 92-102].

3o0kpema, 30UIbIIEHHS POJIl KPUMIHAIICTUYHUX 3HAHb B YJIOCKOHAJIEHHI Ta
3a0e3medyeHHl OE3MEeYHOro CepefoBUIla B HAIIM KpaiHl cTae aefani
aKTyaJbHIIIUM, a ONTHUMI3allisl Ta MIABUIICHHS e(EKTUBHOCTI MPOTHIl
CYy4YaCHUM 3JI0YMHaM, (B TOMY YHCII1 BOEHHUM Ta KiOep3J10YMHaM) BUPILITY€ETHCS,
IUISIXOM ~ aKTUBHOTO BHUKOPHUCTaHHS IU(ppoBUX TexHoJorid. HaiOuipm
BIJIOMUMH HAmNpsIMU I[bOTO TMPOIECYy € HHU(PPOBE OOCATOBE MOICITIOBAHHS
(Digital Forensic Imaging), sike moJisirae y CTBOPEHHI TOYHOI KOTIii U(poBOTO
OPUCTPOIO JJISl TOAAIBIIOrO aHajizy, HE 3MIHIOYM BUXIJHUX JaHUX;
BiHOBNEeHHsT  BupaideHux  ganux  (Deleted Data  Recovery), 110
BUKOPHUCTOBYETHCA JJIS BIHOBIICHHsS BTpadeHoi iH(opmarii 3 1mudpoBux
MPUCTPOiB; MOXKJIMBOCTH  KOMIT FOTEPHOi, B TOMY YHCJIl MOOLIBHOI
KPUMIHAJICTHKHA, IO BKIIOYAIOTh 30ip, aHaji3 Ta IHTEpIpeTamio JaHuX 3
KOMIT FOTEPIB, 3 MOOUTBHHX MPHUCTPOIB, TAKUX K CMAapT(OHU Ta TIAHIICTH IS
BUKOPUCTAHHS Y KPUMIHAJIbHUX CIpaBax; JOCTIHKEHHS AISUIBHOCTI Yy MEpexi
JUTSI BUSIBJIGHHS Ta B1JICIIIIKOBYBaHHS KiO€pP3JIOYMHIIIB, PO3CIIITyBaHHS BUTOKIB
JaHUX Ta aHali3y MOTOKIB JaHuX Tomo. Kpim Toro, Bce Outbmn 00€pTiB
HaOuparoTh nudposuii anams memia (Digital Media Analysis) - Bkiaodae aHami3
300pakeHb, Bijico Ta ayAiodailyiiB s BUSBICHHS M1APOOOK, MaHIMyJIAIiN abo
HIIMX  Jokas3iB; 1udposa creranorpadis (Digital Steganography) -
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JNOCHI/DKEHHST Ta  PO3KPUTTA  mOpuxoBaHoi 1HGopmalii B  1U(poBUX
300pakeHHsIX, Biieo a0o ayaiodaiinax.

Y 1bOMy KOHTEKCTI MOKHAa TOBOPHTH TMPO TIOCHJICHHS TEHACHIIIH
dbopMyBaHHS Ta BIPOBA/DKEHHS HOBUX HAYKOBHX JUCHMIUIIH - IU(POBOI
KpUMIHATICTUKK,  IUPOBOi  CyAOBOI  ekcmepTu3d  Ta  HUPPOBOI
KpuMiHoJIoTii [4].

VY BOEHHMX peajiisiX TEXHOJIOTII IITYYHOrO IHTEJIEKTY CTAJId [IEHTPaIbHUMU
s 3a0e3reueHHsT 0e3MEKOBOTO cepefloBUIa YKpaiHM Ta 300py J0Ka3iB
BOEHHUX 3JI0YMHIB y cdepl HuPpoBOi KPUMIHATICTUKH. Y CYYaCHHUX yMOBax
BIfHM OCOOJMBOro 3HayeHHA HaOyBalOThb TakKl HaNpsMKUA LU(POBOI
KPUMIHQIICTUKA: OTpUMaHHA 1H(opMalii 3 MOOUIBHUX MPUCTPOIB MOOUIBHHUX
TenedoHiB, BWIYYEHHUX Y (IrypaHTiB KpPUMIHAIBHHUX CHOpPaB; OTPUMAaHHS
iHdopMmallli 3 MepcoOHANTbHUX KOMIT IOTEPIB (I3UYHUX Ta IOPUAUYHUX OCI0;
oTpuMaHHs 1H(oOpMaIlii 3 cepBepiB Ta IHIIUX HOCIIB 1H(pOpMAIli yCTaHOB Ta
oprasizailiii; oTpuMaHHs 1HQoOpMallii 3 paaio4acTOTHHUX 11eHTUdikaropis, GPS-
TpEeKepiB, AATYMKIB, iHGOpPMAIli BIAECOCIOCTEPEKEHHSI Ta MO3UIIIOHYBAHHS, a
TaKO’X 3 HACTYITHUX MEPEIKEBUX CepBiciB [5].

TakuM 4YMHOM, 3aBASIKM HAYKOBO-TE€XHIYHOMY HIpOrpecy  IMpolec
JIOCYJIOBOTO PO3CJIIIyBaHHS 103BOJIsiE€ OUIbII TOBHO (hOpMYyBaTH J0KAa30BY 0azy
y KpUMIHAJIBHUX PO3CIITyBaHHSX, TAPAHTYIOYH TaKUM YMHOM SIKICTh CYJIOBOTO
pO3risily Yy KpUMIHQJIBHUX MPOBAIKEHHSAX, a 3acTOCyBaHHS UU(POBOI
KPUMIHQTICTUKA 3HAYHO TMOKPAIIyE MOXJIUBOCTI 300py, IOCHIKEHHS Ta
BUKOpUCTaHHS 1HUGPOoBOi 1HPOpMaIllil K JOKa3iB y CydyacHId BiilHI, B TOMY
qyuCil y 3a0e3MeueHHl 0e3MeKOBOT0 Cepe/loBUIla YKpaiHu. Y 1IbOMY KOHTEKCTI
MOCWJICHHS JOCTIKEHb POJi UU(POBOT KPUMIHAIICTUKK Y JIOKYMEHTYBaHHI
BOEHHUX 3JI0YMHIB, CKOEHHX POCIHCHKOIO (peepaliiero Ha TepuTopii YKpainu, €
MEePCIEKTUBHUM Ta CTPATEriYHUM HAMPSIMOM PO3BHUTKY KPHUMIHATICTUKH SK
€BPOIIENCHKOI HAYKHU.
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HKIIJUBE ITPOI'PAMHE 3ABE3IIEYEHHA SIK CITIOCIb
HECAHKHIOHOBAHOI'O BTPYYAHHA B POBOTY
IH®OOPMANIMHUX CUCTEM

3a ocTaHHI JeKiIbKa JIECATHUIITh KUTTS OUIBIIOCTI JIFOACH Ta CyCHIJIbCTRA,
B LIJIOMY, OyJI0 HACTUIBKHA aBTOMAaTHU30BaHO, 0 OyAb-sKa 3BUYaiiHA A1SUIbHICTh
JIOJIMHA HE YSIBISAETHCA 0€3 IMepCOHATBHUX KOMIT IOTEPIB, KOMII FOTEPHUX
MEpPEK, MEPEK EIEKTPO3B’ A3KY.

EdextuBHa mpotumia KiOep3mTOYMHHOCTI MOTpPeOy€e YITKOTO BH3HAYEHHS
IIKIJITTMBOTO MporpaMmuoro 3adesnedenns (LUI13).

3aKOHOIABCTBOM HE BCTaHOBJIEHO 4iTkoro Bu3HaueHHd IIII3, omxak
IIKIJITTMBI MPOTPaMHi 3aCO00M BHU3HAYAIOTH SIK CTBOPEHHS a00 MPHUCTOCYBAHHS
KOMIT FOTEPHOI IPOrpamMu, 10 MPU3HAYEHA JI1 HECAaHKIIIOHOBAHOTO BTPYYaHHS
B pobory EOM (komIT’t0TEpiB), aBTOMATHU30BaHUX CHUCTEM, KOMII IOTEPHUX
MEpEeX UM MepeX eNeKTpo3B’s3Ky. Ha ixHe mepexoHanHs, 1e, 34eOUTBIIOTO,
PI3HOMaHITHI BUAM KOMIT FOTepHUX BipyciB [1].

Bincytnicts uitkoi nedinimii 13 y 3akoHomaBcTBI YKpaiHu CTBOPIOE Psif
npoOem:

— YcknaaHioe  KBamiQikaiio MOPOTUIPABHUX JisiHb, IOB’SI3aHUX 3
BuKopuctanasam LII13.

— 3aBakae (HOpMyBaHHIO €IUHOTO MIAXOAY JO TMOMIyKy, ¢ikcamii Ta
exkcrieptuzu [I13.

— YHEMOXIJIMBIIFOE YITKE PO3MEXKYBaHHS IIKIMBUX Ta JIETaIbHUX
porpam.

JI1s1 BUpIIICHHS ITUX TTPOOJIeM:

— HeoOximHo po3pobut Ta mnpuiHATH 4itke BuzHayeHHs I3 y
3aKOHOJABCTBI.

—Ile BU3HauEHHA Ma€ BKJIKOYATH KPUMIHATICTUYHI O3HAKU Ta KPUTEPii
BIJTHECEHHS MMPOTpaM JI0 KaTeropii MIKiAJINBUX.

— BaxxnuBo Takok po3poOUTH METOAWKHA Ta CTAaHIAPTH IJIs TIOMIYKY,
¢ikcaii Ta excieptusu II13.

Tinbku 3a ymoBH uiTkoro BuzHadeHHs IIII13 Ta HasBHOCTI BIAMOBIIHUX
METOJAMK  MPABOOXOPOHHI OpPraHu 3MOXYTh  €(EKTUBHO  MPOTHUIISTH
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