y 3aKOHOJIaBCTBI YKpaiHHU, MPOOJIEMU CTBOPEHHS MEXaHI3My iX HAJEKHOI Ta
e(deKTUBHOI peaiizallii, a TaKoX pO3pOOUTH BiMOBIIHI MPOMO3UIIIi.
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NEW CYBER POLICY IN INDIA

According to the Data Security Council of India, Indian is the second most
cyber-attacked country in the world after the US. In the recent past, there has
been a significant increase in cyber threats, and if the situation is not addressed,
this could impact the GDP of the country, massively [1].

Indian telecom service providers offer the lowest data rates in the world.
India is also the most populous country, with 1.3 billion people. More than half
its population comprise youth below the age of 25 years. And smartphones are
the primary source of Internet access for most Indians. With the availability of
affordable data packs and falling smartphone prices, Indians are consuming
more services (and data) on the Internet, through mobile apps, and of course, by
watching a lot of videos! Digital payments and mobile wallets took off after the
Government of India announced demonetization in 2016. All this makes Indian
consumers prime targets for hackers who are out to steal user credentials (like
credit card numbers and authentication details) and money from mobile
wallets [2].

The Indian Government under the aegis of National Security Council
Secretariat through a well-represented Task Force is in the process of
formulating the National Cyber Security Strategy 2020 (NCSS 2020) to cater
for a time horizon of five years (2020-25) [3].

According to the Sixth Cyber Security India Summit 2020, the new policy
Is expected to be launched in the next two to three months and will address all
the issues related to the cyber ecosystem, be it standardization, testing, auditing,
and capacity development among others [1]. Proposed vision is to ensure a safe,
secure, trusted, resilient and vibrant cyber space for our Nation’s prosperity [3].

A report from Symantec Corp. (now part of Broadcom) last year revealed
that India is the second most cyberattacked country in the world, after the U.S.
and China. This was widely reported in the media. Indian law, notably the
Indian IT Act 2000, does not fully protect its citizens from new threat vectors
like phishing, SIM jacking, ransomware, mobile payments fraud, bank fraud,
malware attacks, social engineering, and DDoS attacks — all increasingly
common these days. But the Indian government is expected to release a new
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cybersecurity policy this year. India’s Personal Data Protection Bill is also
under review and is expected to be passed this year [2].

At the same time, as the investments in ICT infrastructure grow the
vulnerability to damage by natural disasters or through attacks by
insurgents/terrorists with objective to immobilize and paralyze day-to-day
activities of the nation is becoming real. Such damage would cause short and
long term setback to economy. We have many lessons from US initiative to
secure our cyber system, while planning and implementing India’s ICT
infrastructure. Natural or insurgency/terrorist induced disaster increases
pressure on available ICT systems exponentially to facilitate coordination
between various agencies like fire brigade, medical services, police, media and
civil administration. It is proposed that the existing and planned ICT
infrastructure of the nation, both in public and private domain be analyzed by a
group of experts under aegis of NDMA to suggest suitable operational
arrangements to minimize their vulnerability to perceived attacks by inimical
elements and natural disasters. This would entail rigorous technical analysis of
current and emerging wireless and wired ICT systems. The expert group should
find and recommend suitable mix of redundancies in the critical ICT systems
supporting the governance structure of the nation. The focused analysis of the
vulnerabilities and their protection, would lead to recommendations that would
avoid duplication of effort and, therefore, economical at national level. The
notion that disasters can be completely brought under control by technological
and scientific capabilities alone would be too presumptuous. The most
sacrosanct component in any such venture is participation from all stakeholders
to ensure an appropriate solution for the welfare of humanity [4].

Pillars of Strategy We are examining various facets of cyber security under
the following pillars: a. Secure (The National Cyberspace); b. Strengthen
(Structures, People, Processes, Capabilities); c. Synergise (Resources including
Cooperation and Collaboration) [3].

There is a renewed focus on cybersecurity practices in India, both from the
government and the private sector. Many of the gaps existing in the current law
(in terms of liability, penalty, reporting, disclosures, etc) are likely to be
addressed in the new Personal Data Protection Bill 2019, which is expected to
be passed in Parliament next year. The private sector is to intensify its
engagement with the government in this area in view of the Digital India
initiative, the increased volume of financial transactions online and the high
level of reporting of cybersecurity attacks in India. The government is expected
to develop a focused approach towards cybersecurity preparedness and
awareness, including introducing its cybersecurity policy in 2020 [5].

Thus, the new cyber policy in India is still debatable in its details but it is
accepted by the whole society as the need for the development of the whole
country.
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ITPABA YEJIOBEKA U ITIPABA PABOTHUKOB JIAUBEPOB
B ABTOHOMHOM PAMOHE CEBEPHOM YACTHU
KAPUBCKOI'O IOBEPEXKBS HUKAPAT'YA

KauecTBo x13HU B 1aliBUHTE Ha ceBepHOM Mobepexkbe Kapubckoro Mmops B
Huxkaparya TecHO CBs3aHO C TPYJAOBBIMU IMPaBaMH 4Y€JIOBEKA M COLMAJIbHBIMU
npaBamu. OHAKO TOHATHE MOTPEOHOCTEH OYCHBb OTPAaHUYEHO, M Mpe/jIaracTcs
cAenaTh mar K KoHueniuu npas. ['opoput IpHangec, X. (2007: c. 16). 1o (...).
«ITorpebHOCTH HE CO37aI0T 00s3aTENLCTB ISl rocynapcTBy». [lpaBa nenarot u
JIEJIAl0T 3TO HAa OCHOBE YEJIOBEUECKOTO HOCTOMHCTBA. [10 3TOM mpuymHE OHU
HMEIOT TMOJMTUYECKYIO W HOPUIAMYECKYI0 ILEHHOCTb, KOTOPOW HET C TOYKH
3peHuss TOTpeOHOCTeH. OHM TMO3BOJISAIOT JKUTh JOCTOMHO, MOTYT OBITh
BOCTpEOOBaHbI MPaBUTEIbCTBOM U MOJPa3yMEBAIOT 0053aHHOCTh
MIPaBUTENIHLCTBA COOJIIOIATH €TO.

Takue aBTOpbl, Kak Dosbrago u Iauo ['anbero, odOpalar0T BHUMaHHUE Ha
BUJICHHUE CYOBEKTHBHOIO IMpaBa Kak (pakyJbTeTa WM «IIPOTECTOBY», TO €CTh KaK
CHUJIbI, KOTOPYIO MOXHO TpeOoBaTh. « KOHKpETHBIN MHAMBU HE COOTBETCTBYET
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