OOTPYHTOBAHOCTI TMpPETEH3li NPO KOMIICHCAIIF0 Ta BU3HAYEHHS CyMU
KOMIIEH CAIli, SKI10 BOHA Imijidrae Buiuiari. Pimenns Komicii 3a TOMOBJIEHICTIO
CTOpiH MoOXe OyTh abo OCTaToOYHUM Ta OOOB’SI3KOBUM, ab0 MICTUTH
BHU3HAYECHHS PEKOMEHJIAIIMHOTO XapaKTepy, SIKe CTOPOHU PO3MIISIIAI0Th Y AYCi
noo6poi Bomi (ct. 19 KonBeHmii mpo BiAmoBimaibHICTh). Take pimeHHs abo
BU3HAYCHHS Ma€ OyTH BHHECEHWM Y MaKCHMAaJbHO KOPOTKHHM CTpPOK, ajie HE
MI3HINIE SK 4Yepe3 pIK 3 JaTh il CTBOPEHHs, SKIIO BOHA HE BBa)KaTUME 3a
HEOOX1THE MPOAOBKUTH 1e cTpok. I1iciist BUHECEHHS pillleHHsS] Y BU3HAYCHHS
Kowmicis mepenae 3aBipeHy KOMIIO CBOTO PINICHHS Y BU3HAYCHHS KOXKHIA 31
CTOpiH, a Takoxk ['enepanbHomMy cekperapro OOH [2; 1].

OTxe, Ha MDKHapOJHOMY PIBHI 3aKJaJeHO IOPUIUYHUN MEXaHi3M
PaBOBOTO PETyJIOBAaHHSA BIJHOCHH 3 TMPUBOJAY BIAIIKOMAYBAHHS IIKOJIH,
3aBJaHOi KOCMIYHMMHU 00’ektamu. Ha pas3li mnuTaHHS TMpo HASBHICTH
aHAJIOTIYHOTO MEXaHI3My Ha PIiBHI KOXXHOI OKpPEMOI Jep)KaBU 3aJIHMIIAE€THCS
BIIKDUTHM, a TOMY HE BTpPaya€ CBO€I aKTyaJIbHOCTI y 3B’SI3KYy 31 CTPIMKUM
PO3BUTKOM KOCMIYHO1 JisUTBHOCTI #, BIAMOBIHO, NOTpeOi ii BCEOIUHOTO
JETAIBHOTO IOPUANYHOTO BPETYIIOBAHHS.
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LEGAL PROTECTION OF BANKING SECRECY

The relevance of the theme due to the need for improving the legal
framework of protection of restricted information, including banking secrecy, in
terms of abuse of authorities’ broad powers to obtain information.

The current legislation on Banks and Banking provides financial, tax,
antitrust, and law enforcement agencies enough opportunities for information
constituting bank secrecy. However, these rights for public bodies, storage, and
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use of such information is opposed to the right customers and banks actually
require maintaining it. Banking secrecy includes a variety of information about
individuals and entities (availability of financial resources, profit activities). No
doubt this kind of information can be used to achieve other persons, not of
lawful purposes [1, p. 105].

In this regard, it should be recognized the imperative of our time putting
into law on banks and banking rules, that determine information of bank
secrecy regime and its protection. Banking secrecy is a professional obligation
to the bank to keep secret all information concerning the financial and personal
aspects of the client and certain third parties, provided that such information has
become known as a result of standard banking services to customers. Banking
secrecy is also considered as data analysis and special studies on the status and
trends of the market, reliability and financial stability of customers (including
potential), information about the means and ways of providing automated
systems and technology; information about the activities and protect the
interests of banks, the persons participating in the activities of the bank, as well
as the means and methods of security banks. In part 2 of Article 60 of the Law
of Ukraine “On Banks and Banking Activity” provides a list of information
constituting bank secrecy. This includes: information on the status of customer
accounts, including the state of correspondent accounts in the National Bank of
Ukraine [2].

Except the mentioned above, it is needed to pay attention to the following
requirements of the legislator. 1) Transactions were carried out for or on behalf
of a client who made an agreement. 2) The financial and economic situation of
clients. 3) Guard bank and customers. 4) Information about the organizational
and legal structure of legal entities-customers, their executive activities.
5) Information on business clients or trade secrets, any project, inventions,
product samples, and other commercial information. 6) Information reporting
by individual banks, except the one to be published. 7) The codes used by banks
for data protection. 8) Regulation should not be applied apply to the bank’s
summary information to be published. The list of information that must be
published, established by the National Bank of Ukraine and additionally by the
bank on its own [3].

At the same time, we have to admit that commercial banks are required to
preserve banking secrecy by: 1) limiting the number of people with access to
information constituting bank secrecy; 2) organization of a special office with
documents containing bank secrecy; 3)use of technology to prevent
unauthorized access to electronic and other media; 4) reservations regarding the
application of bank secrecy and responsibility for the disclosure of contracts
and agreements between the bank and the client [1, p. 102].

First of all bank secrecy is the responsibility of the bank and its employees.
According to Article 1076 Civil Code of Ukraine in the contract of bank
deposit, bank guarantee secret bank account, account transactions, and customer
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information. Information on transactions and balances can be provided only by
the client or their representatives. Other parties, including public authorities,
their officials and officers, such information may be provided only in cases and
in the manner prescribed by the Law of Ukraine “On Banks and Banking” [2].

According to Article 61 of the Law of Ukraine “On Banks and Banking”
banks are required to preserve banking secrecy by: 1) limiting the number of
people with access to information constituting bank secrecy; 2) the organization
of a special office with documents containing bank secrecy; 3)use of
technology to prevent unauthorized access to electronic and other media; 4) use
of reservations regarding bank secrecy and responsibility for the disclosure of
contracts and agreements between the bank and the client [3].

Persons guilty of violating the ordered disclosure and use of banking
secrecy are criminal, administrative, civil, and disciplinary responsibility.
Criminal liability for the acts can occur under articles 231 (“Illegal collection
for use or use of information constituting a trade secret”) and 232 (“Disclosure
of trade secrets™) of the Criminal Code of Ukraine [2].

According to Article 231 of the Criminal Code of Ukraine deliberate
actions aimed at obtaining information constituting trade secrets, for the
purpose of disclosure or other use of this information (commercial espionage),
and the illegal use of such information if it has caused substantial damage to a
business entity shall be punished by a fine of 200 to 1000 untaxed minimum
incomes or imprisonment for up to 5years, or imprisonment for up to
3 years [4].

Setting the legal framework and strengthening effective mechanisms for the
protection of banking secrecy is an essential element of legal support business
in any country. Particular weight of bank secrecy protection in the light gets
new protection legislation personal data. Currently, the process of legislative
reform of banking secrecy is complicated by what is happening in terms of
combating organized crime [5, p. 255].

Thus, the improvement of the legislation is the sphere of banking secrecy is
still relevant. In the period of the fight against COVID-2019, every state in the
world has to pay much more attention to the protection of banks’ secrets
because in many cases it is directly connected with human rights protection.
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TEOPETHKO-IIPABOBI ACIIEKTH PO3BUTKY
IH®OPMALNINHOT'O CYCHIJIBCTBA

B ymoBax BCECBITHIX TJIOOQIBHUX 3MIH Ta TpaHchOpMaIiiHUX
JOCIIJIKEHHS MPOOJIEMHUX acHeKTiB 1H()OPMaLIMHOTO CYCHUILCTBA HE BTPAayae
CBO€1 aKTyaJIbHOCTI.

Tepmin «iHboOpMaIliiiHe CyCIIbCTBOY» BIIEpIIE MOYAI BUKOPUCTOBYBATH B
excrieptHux kKomax Amonii ta CIIA (FO. Xasgmi, @. Maxmnan) Ha Mmo4yaTKy
1960-x pokiB. VY 3axigHiid ¢yTyposoriuHiil gitepatypi Kidus 1960-x — nodatky
1970-x pp. 3a3Hauvanocs, IO OCHOBOK (QopmyBaHHS 1HGOPMALIITHOTO
CYCHIBCTBA € PO3BUTOK OOYHCITFOBAIBHUX Ta iH(OpMaIiiHUX TexHOoJOTIH [1].

['oBopsium 1po  ¢denomen iHdopmariitHoro cycroinbetBa Jly6os 1.,
OxeBan O. Tta I'matiok C., 3ayBaxkywoTh, M0 iH(popMaiiiiHe abo
MOCTIHAYCTpIAJIbHE CYCHUIBCTBO — Taka (aza («XBWIS») Y PO3BUTKY
LMBLII3a1li, KOJIM TOJIOBHUMH MNPOAYKTAaMU BUPOOHHMIITBA CTAIOTh HE pedl i
eHepris, a iHpopmariis 1 3HaHHA [2, c. 3].

Konuemniist «iHhOpMaIiiHOTO CyCHiIbLCTBa» y MOAATBIIOMY i PO3BUBANIACH
K PIZHOBHUJ JIOKTPUHU TOCTIHIYCTPIaJIbHOTO CYCIHUJIbCTBA, OCHOBY SIKO1
pospoossuin J1. benn, E. Tobduep, I'. Kan, A. Typen ta iHmi. Posrisgatoun
CYyCIUIBHUN PO3BUTOK K ICTOPUYHY 3MIHY CTajiii BUPOOHUIITBA, BOHHU
MOB’S3YIOTh CTAHOBJICHHS 1H(POPMAIIITHOTO CYyCHUIBCTBA 13 3aMIHOIO arpapHHUX
Ta 1HAYCTPIAJIbBHUX CHOCOOIB CYCIIJIBHOIO BHPOOHMIIBA, SIKI JIOMIHYBajiud B
ICTOPUYHOMY MHUHYJIOMY, Ha €KOHOMIKY 1H(opMallli Ta 3HaHb. A y TpaKTyBaHHI
. benna  iHGopmaliiHOMy CyCHUIbCTBY MNpPUTaMaHHI OCHOBHI  O3HAaKH
MOCTIHAYCTPIAIbHOTO CYCIJIBCTBA: PO3BUTOK €KOHOMIKH TMOCIYT, IEHTpaibHa
pOJIb HAayKOBOro 3HaHHA Ta iHQopMamii y peamizamii TEeXHOJOTTYHHX
HOBOBBE/ICHb, PO3BUTOK «IHTEJEKTyaIbHUX» 1 HAYKOEMHUX TeXHoJorii [1].

Mo XapaKTEpPHUX O3HAaKaMH 1H(pOpMaIIHOTO CYCIJIbCTBA
Kononuucekuit M.  Ta T'epyk b. BigHOCATH: 1) popMyBaHHS  €IUHOTO
1H(DOpMaIIHHO-KOMYHIKAI[IHHOTO TPOCTOPY KpaiHW, SK YaCTUHH CBITOBOTO
iH(pOopMaIIiitHOTO MPOCTOpY, TOBHONPABHA y4acTh VYkpainu B mporecax
iHpopMaIiifHOT 1 eKOHOMIYHOi 1HTerpailii perioHiB, KpaiH 1 HapomiB;
2) CTAaHOBJICHHS 1 B TOJAJBIIOMY JIOMIHYBaHHA B pi3HHX cdepax
MePCIICKTUBHUX  1HGQOPMAIIMHUX  TEXHOJIOTIH, 3aco0IB  OOYHCIIOBAILHOI
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