OTtxe, poOMMO BHUCHOBKH, III0 CTBOPEHA B YKpaiHi cucTteMa (hiHaHCOBOTO
MOHITOPUHTY (YHKI[IOHYE 3 METOK peaii3alii TOJOBHOIO 3aBJIaHHS —
€()EKTUBHOI'O 3aCTOCYBAHHS MEXaHI3MIB 1 IHCTPYMEHTIB MPOTH/II Jierani3amii
(BIIMMBAHHIO) JIOXOJIB, OJICP)KAHUX 3JIOYMHHUM MIIIXOM, (hIHAHCYBAHHIO
TepopusMy Ta (hIHAHCYBAaHHIO PO3MOBCIOKEHHS 30p0i MacoOBOT'O 3HHUIIEHHS.
bank, 1110 BUCOKO OI[IHIOE CBOIO peIyTallii0, MIOBUHEH MPaIfOBaTH BIJMOBIIHO
10 KpaluxX MIXHApOJHUX CTAaHJAPTIB, 3aBXKIU JOTPUMYBATHUCS 3aKOHIB, TOMY
o, SK IOKa3ye CBITOBAa IpaKTHKa, OaHKHW, MPUYETHI JO CYMHIBHUX BH/IIB
TISJIBHOCT1 Ta JieTalli3allii 3JI0YMHHUX JOXOJIIB, 3ITKHYJIUCSA 3 MPOOJIEMOIO HE
TUIbKM (DIHAHCOBUX BTpaT, aje€ 1 3 BIAKIMKAHHAM OaHKIBCHKOI JIILIEH31i Ta
JIKBIIALIETO.
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CYBER SECURITY AS AN INTEGRATED PART
OF UKRAINE’S NATIONAL SECURITY

In the process of high technology development, a fundamentally new
environment has emerged that is cyberspace, which is formed from the social,
technical, telecommunication, information, networking components.

Cyberspace simultaneously acts as a subject and an object of influence.
Contemporary successful geopolitics is impossible without sustainable
domination in cyberspace. The cyber struggle has become a strategic
management direction. It is conducted without international legal restrictions in
space and time and is highly effective in achieving a military-political goal. The
decisive factor in achieving success in the global confrontation is the
information and technological disorganization of the systems of state and
military governance and the informational and psychological demoralization of
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the population of the countries, first of all, the composition of their armed
forces. Cyberspace has become an integral part of the informational space and
the fifth area of armed struggle. The armed struggle itself, thanks to an
informational factor, has acquired a high degree of controllability [2, p. 174-
175].

In accordance with the Decree of the President of Ukraine of May 1, 2014
No. 449/2014 “On measures to improve the formation and implementation of
state policy in the field of informational security of Ukraine”, with the aim of
improving the legal support and the prevention and neutralization of potential
and real threats to national security in the informational field, emphasized the
need to accelerate the development of the Cyber Security Strategy of Ukraine,
the provisions of which should determine organizational and informational
measures and explanatory measures on comprehensive coverage of measures
for the implementation of state policy in the field of informational security;
introduction of enhanced control over the observance of the legislation on
informational-psychological and cyber security, creation of a new version of the
Informational Security Doctrine of Ukraine. These legal documents have been
developed, but the measures of state policy in the field of cyber security are not
clearly defined, there is no mechanism for implementation of the provisions
themselves, one can notice the lack of interagency coordination on issues of
cybersecurity of the state [3, p. 112].

Ya. Volkov rightly points out that “the national security system itself now
becomes the object of geopolitical theory. This nature of the relationship
between geopolitics and security theory is due, on the one hand, to a broad-
based understanding of security as a system that provides not only the
protection of the state against threats but also its stable development in
economic, political, social and humanitarian spaces. On the other hand, the
outlook on geopolitics and, above all, on the role of physical and geographical
space in the development of states has changed. The concept of economic,
political, information, civilization spaces has emerged, and the nature of the
confrontation of states and their allies in the international arena is being re-
examined”. 1. Kefeli notes, in particular, that it is now possible to state “the
establishment of interdisciplinary links between cybernetics and the theory of
information (in their modern sense) and geopolitics in the field of knowledge,
called informational (virtual) geopolitics. The study of the latter in geostrategy
takes the form of an informational-psychological war” [1, p. 45].

Analyzing the current state of cybersecurity, it can be noted that the
component of the problem of cyber volunteers are not normalized in the
Ukrainian legislation and practice mechanisms of relations between the state
(state bodies) and the environment of IT professionals (often referred to as
“hackers”).

It is impossible to solve the problems of the strategic importance of the
cyber security sphere without a clear understanding of the condition in which
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the conditional “domestic cyber security sector’” is located. The principal review
should clearly and explicitly point out systemic problems and possible ways of
solving them, at times of duplication of functions by agencies involved in
informational (cyber) security or at functions not specific to certain agencies, as
well as to elements of the cyber security sphere that have been neglected of this
security sector.

In addition to the problems of a purely normative-legal direction, it is
necessary to state the lack of interagency coordination on the issues of
cybersecurity of the state. Currently, Ukraine lacks national interagency
coordination structures capable of coordinating and coordinating the activities
of various law enforcement agencies in the investigation of cyberspace crime
and the creation of an effective system for the protection of domestic
cyberspace (including in the military sphere). At the same time, coordination on
cybersecurity needs to be achieved at two levels — strategic and operational.
Strategic coordination is obviously the area of responsibility of the National
Security and Defense Council, and operational — a specially authorized
structure (perhaps newly created specifically for these purposes).
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AJIMIHICTPATUBHO-IIPABOBE PETYJIIOBAHHS AISIJIBHOCTI
3ACOBIB MACOBOI IH®OPMAIII B YKPAIHI

3aco0u MacoBoi iH(opMallii Ha3UBAIOThH e «YETBEPTOIO BJIAJ0I0», TOMY
[0 BOHM MAalOTh 3MOTY BIUIMBaTH Ha CBIJOMICTH JIIOJCH 3a JIOMOMOTOIO
MPOTaraH/1, BUKOPHCTAHHS MIPUXOBAHOI pEKIIaMHU Ta 1HIITKMX 3aC001B BIUIMBY Ha
MacH, a 3HAYWTh 1 BIUIMBATH Ha TMOJITHKY B z[epmaBl Kpim Ttoro, 3MI
BHUCTYIAIOTh 1HCTPYMEHTOM B 1H(pOpMAIliiHIA BIilHI,SIKA BEAETHCI MIXK
Jep>KaBaMH, TOMY 3aBJaHHSIM KOHO1 KpalHW CTa€ MOCUJICHHS KOHTPOJIO 32
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