OCTaHHBOTO.
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BU3HAYEHHA ITPABA HA KIBEPBE3IIEKY

CTpiMKUI PO3BUTOK Cy4aCHHUX 1H(POPMALIHUX TEXHOJOT1M — mpoliec, sKi
JIIOJICTBO HE TIIBKHM CIIOCTEpIrae, a M TakoXX BIUyBa€ Ha coOl. 3a3HayeHUU
nporec Mae 6araTo MO3WTUBHOTO BIUIMBY Ha CydacHE CBITOBE CYCHUIBCTBO,
MpOTe, OPS 3 MM, Hece B 001 OaraTo MUTaHb, 3arpo3 Ta BUKIHKIB. OHUM 13
X BUKJIHMKIB € MHUTAHHS MIOJ0 3aXUCTy 1HGOpPMAIIHHUX TpaB, SKI MaOTh
BUpa3 Yy 3axXHWCTI TEPCOHANBbHOI, KOH(HUICIINHOI, TAaEMHOI, CIy>KO00BOT
iH(opmarri TOmo, pO3TOJOMICHHS SKOI MOYKE MPUBECTH 0 3arpo3u JKHUTTIO,
cBo0o/1, Oe3meri 0coou.

dopmyBaHHSI HaIIOHAJIBHOI CHUCTEMHU 3a0€3MEeUeHHs KIOEpHETUYHOI Ta
iH(dopMaliiiHOi O€3MeKu € He JIMIIE AaKTyaJbHUM HalpsMOM Jep>KaBHOI
MOJIITUKU ChOTOJHI, a ¥ HaraJlbHUM NMUTAHHSM B YMOBaxX BiffHM Ha TEepUTOPIi
Hamoi JepkaBu. SIK BXKe 3a3HAYaNIOCs BHIIE, 1HGOPMAIIHHI TEXHOIOTII OKpIM
MO3UTUBHOTO BIUIMBY Ha CBITOBE CYCIIJIBCTBO, Take SK BCTAHOBJICHHS
MIDKHAPOJIHOI CIIBHpAIli, 3a0e3MeueHHsT MIKHAPOIHOI CTaOUIBHOCTI 1 Oe3MeKH,
MOXXYTh OyTH BHKOPHCTaHI 1 3 METOIO MOPYIICHHS IIHOTO CBITOBOTO OajaHCy i
MacmTad BiJ TAKOTO HETaTUBHOI'O BUKOPUCTaHHS 1HGOPMAIIHHUX TEXHOJIOTIH
Oyne 3HayHO OlIble, BPaxOBYHOUM TOM (HakT, 10 HMOBIpHA IIBUJIKICTH
HACTaHHS HEraTMBHUX HACHIJKIB 3a PaXyHOK BHKOPHUCTaHHS 1H(pOpMALITHUX
TEXHOJIOT1M 3HaYHO CKOpIillla, HiXK 1HII CYCIUIbHI METOJUKHU. TaKoX, 11e OJHUM
BaXJIMBUM MOMEHTOM Yy LbOMY IHTAHHI € Te€, 110 KOMII'IOTEPHI MEpexi
OXOIUTIOIOTh MailXke BCl KpalHW CBITY 1 1€ CHPHUS€ MIBUAKOMY MIJBUIICHHIO
3JI0OYMHHOI «KBaTi(iKaI(ii» 1 piBHIO iX TpodeCiiiHUX 3HaHb 1 YMIHb.
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[IpaBoBUM miAIPYHTSIM 3a0e3leUeHHsT IMpaBa Ha KiOepOe3mneky, Mo €
HEB1J’€EMHOIO CKJIaJIOBOIO 1H(OpPMAIIitHOT O€3MEeKH CydacHOCTI € paTudikoBaHa
VYkpainorw Kounseniiist Pagu €8ponu «IIpo kidepsnounaHicTs» y 2001 potii, 1110
cTayia ctapToM IS 3atBepakeHHs: Ctparerii kibepOesneku Ykpainu 2016 poky
1 npuiiHATTS 3akoHy Ykpainu «IIpo ocHOBHI 3acagu 3a0e3NeyeHHs
KibepOe3neku YKpaiHu».

[leii 3axkoH BU3HAYae€ MPaBOBI Ta OpraHi3alliiiHl OCHOBH 3a0€3MEYCHHS
3aXUCTY KUTTEBO BAXKJIMBUX IHTEPECIB JIFOAUHU 1 TPOMAJIIHUHA, CYCIIUIbCTBA Ta
JIep’KaBM, HalllOHAILHUX 1HTEpECiB YKpaiHuW y KiOeprnpocTopi, OCHOBHI IIii,
HalpsMU Ta MNPUHIUIKA JIEpKABHOI TMOJITHKA Y cdepl KidepOesneku,
MOBHOBAYXEHHS JIEP>)KaBHUX OPraHiB, MIAMPUEMCTB, YCTAHOB, OpraHizailii, ocio
Ta TPOMaJSH y I cdepl, OCHOBHI 3acayl KOOPJWHAIl] IXHbOI AISIIBHOCTI 13
3abe3rneueHHs KiOepOesneku [2]. YV 3akoHI HABOAUTHCSA BU3HAYCHHS TaKUX
TE€PMIHIB:

kibepataka — copsMoBaHI (HaBMHCHI) [1i B KibepmpocTopi, SKi
3MIIMCHIOIOTHCS 32 JOIIOMOT'0I0 3aC00IB €JIEKTPOHHUX KOMYHIKaII{ (BKJIIOYat0uu
1H(OpMaIlIHHO-KOMYHIKAI[IHHI TEXHOJIOTIi, MpOorpamMHi, MPOTPaMHO-anapaTHi
3aco0u, 1HII TEXHIYHI Ta TEXHOJOTIYHI 3aco0u 1 0OJagHaHHs) Ta CIPSMOBAaHI
Ha JIOCATHEHHS OJHI€i a0 CYKYNMHOCTI TaKuX MUIeH: MOPYIICHHS
KOH(IACHITIHHOCTI, HUIICHOCTI, IOCTYIMHOCTI €JIEKTPOHHMX 1H(hOpMAIIHHUX
pecypciB, 110 00pOoOJIAIOTHCS (TTepelatoThes, 30€pIraroThCs) B KOMYHIKAIIMHUX
Ta/ab0 TEXHOJOTTYHUX CHUCTEMax, OTPUMAHHS HECAHKI[IOHOBAHOTO JIOCTYIY JO
TaKUX PECYpCiB; MOPYLIEHHS O€3MeKH, CTaJIOro, HaAIMHOrO Ta IITaTHOTO
pexuMy (QYHKIIIOHYBaHHS KOMYHIKAIIMHUX Ta/a00 TEXHOJOTTYHUX CHCTEM;
BUKOPUCTAHHS KOMYHIKAIIITHOT CUCTEMHU, ii pecypciB Ta 3ac0o0iB €JIEeKTPOHHUX
KOMYHIKaIii JuIs 3M1MCHEHHS K10epaTak Ha 1HIl 00’ €KTH Ki0ep3axucTy;

kibepOesneka — 3aXMINEHICTh JKUTTEBO BAXJIMBUX I1HTEPECIB JIIOAUHU 1
IrpOMaJIsTHUHA, CYCHILCTBA Ta JIEPAKABH I1]T YaC BUKOPUCTAHHSI KIOEpHpoCTopy,
3a AKOi 3a0e3IeuylThCsl CTaTui PO3BUTOK 1H(OPMAILIMHOIO CYyCHIIbCTBA Ta
MUGPOBOTO0  KOMYHIKATMBHOTO  CEpPEJOBWINA, CBOEYACHE  BUSBIICHHS,
3ano0iraHHs 1 HeWTpami3alis pealbHUX 1 MOTEHI[IWHUX 3arpo3 Hal[lOHAJIbHIM
oesmeri Ykpainu y KideprnpocTopi;

kibep3arpo3a — HasBHI Ta MOTEHIIMHO MOJJIMBI SBUIIA 1 YUHHUKH, IO
CTBOPIOIOTH HEOE3MEKY KUTTEBO BAKIMBUM HAI[lIOHATBLHUM 1HTEpecaM Y KpaiHu
y KIOepmpocTopi, CHpaBisSiOTh HETATHBHHUM BIUIMB HAa CTaH KibepOesmeku
nepkaBu, KibepoesneKky Ta Kibep3axucT ii 00’ €KTiB;

Ki0ep3axucT — CYKYIHICTh OpTraHi3aliiHUX, MPaBOBUX, 1HKEHEPHO-
TEXHIYHUX 3aXO/iB, a TaKOX 3axo0JiB KpuUNTorpadiuHoro Ta TEXHIYHOIO
3aXUCTy 1HoOpMallii, COpSIMOBAHMX Ha 3amoOiraHHs KiOepiHIMICHTaM,
BUSBIICHHS Ta 3aXMCT B1J KiOepaTak, JIKBIJAIiI0 iX HACHIiAKIB, BIJIHOBJICHHS
CTJIOCTI 1 HAAIMHOCTI (YHKIIOHYBAaHHS KOMYHIKalIMHUX, TEXHOJOTTYHUX
CHUCTEM,;
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Ki0ep3710urH (KOMIT'IOTEpHUN 3JI04MH) — CYCIUIBHO HEOE3leUYHe BHHHE
HisSiHHS 'y K10eprnpocTopi Ta/abo 3 Horo BUKOPUCTAHHSM, BIJINMOBIIANBHICTD 3a
sKe nependayeHa 3aKOHOM Y KpaiHu MPo KPUMIHAIBHY BiANOBIAAIBHICTH Ta/a0b0
AK€ BU3HAHO 3JI0YMHOM MDKHAPOJHUMH IOTOBOpaMU Y KpaiHu;

K10€p3JI0YMHHICTh — CYKYNHICTh KIO€pP3JI0UMHIB.

Ane, mompu Taky cHpoOy OXONWUTH yCi acleKTH 3aXHCTy IpaBa Ha
Ki0epOe3neKy, CborojiHi (PAKTUYHO BIJICYTHS IMIUIEMEHTALI PEAIbHUX 3aXO0/1B
kioep3axucrty B IT-iHppacTpykTypax, c1aOKuil mporiec HaBYaHH 1 I1IBUILICHHS
0013HaHOCT1 B MUTaHHIX KibepOe3neku. OueBHIHO, 110 3aKOHU — II€ HE SKaCh
OKpeMa BiJ] BCIX HAaC CYTHICTb. [X BUKOHAHHS — II€ HAIII TOJIOBHUHOOOB’ 130K [1].

OT1xe, mpaBo Ha KiOepOe3NneKy — rapaHTis JIIOJAUHN Ha Oe3MeKy Ta Oe3neyHi
YMOBH IIiJl YaC BUKOPHUCTaHHS KIOEPIPOCTOPY, SIKE IPYHTYEThCS Ha 3arajJbHUX
npuHIUIAax 3a0e3nedeHHs KidoepOe3neku (MPUHLMUI BIAKPUTOCTI, JOCTYIHOCTI,
CTaOUIBHOCTI, MNPUHLMI 3aXUIIEHOCTI KIOEpIpPOCTOpYy, PO3BUTKY MEPEXi
[nTepHeT) Ta MICTUTH Y cOO1 Mipy BIANOBIAAIBHOCTI 32 MOPYILIEHHS HAJIEKHOTO
BUKOPHUCTAHHSI KI0EPIIPOCTOPY.

HeoOxigHicTh MOmanpminX po3poOOK Ta JOCHIIHKEHb 3a 3HAYECHUM
HAIMPSIMOM TIOJISITA€E Y TONEPEKEHHI MaOyTHIX 3arpo3 1 3I0YHHIB, K1 MOXKYTh
BUMHATUCS y KIOEpPOpOCTOpi, a TaKOX JeTaji3amisi HOPM 3aKOHY II0JI0
peaizarii 1 3a0e3MeUeHHI mpaBa Ha KioepOe3mneKy.
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ITPABO JITEN HA 3AXHMCT I YAC 3BPOMHUX
KOH®JIIKTIB I BOMOBUX JI

[IpaBa giTelt — oJlHE 3 HAMBAXKJIMBIIIUX MUTAaHb y cydacHOMY CBiTIl. [[yxke
4acTO BHUHMKAIOTh 3 MpOoOJEeMHU, MOB’s3aH1 3 peanizaiiero npaB AuTuHu. Ha
JaHWUW 4Yac B 3B 43Ky 3 OOMOBHMU JIIMHU B YKpaiHl MOPYILIECHI ITpaBa AiTel Ha
Oe3nedHe JKUTTS, OCBITY, crokiii 1 wmup. llomeHHo mig yac 30poHHHX
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